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PURPOSE OF THE STSM:

The STSM explores the problems associated with Vulnerability of Wireless Sensor Network, with special focus on the
weather conditions impact on the signal transmitting quality in WSN. The STSM aimed to finalise preparation of
subsection in a chapter of the Action final book, regarding wireless sensor networks operating in outdoors/changing
weather conditions, the analysis of testing results, and correlations which causes severe degradation in system
performance are described. The description of the study on the effects of weather conditions and signal strength in
outdoor wireless sensor networks were done as well as testing reliability of data transition, alerting a service
performance degradation, the data transmitting joint data transferring concept in different weather conditions, based on
the WSN testing results was planned. The quality and reliability of WSN network was tested using developed bee
hives monitoring system. The weight of each hive is measured online by specially designed weight platform. The unit
periodically reads the data from the platform sensor and transmits it to the concentrator without processing, the quality
parametes of data transmittins are monitoring on-line. The assesment of parameters of Quality of Delivery (QoD),
based on experimental data from Autonomous beekeeping system, was done.

DESCRIPTION OF WORK CARRIED OUT DURING THE STSM

First of all, during the STSM, the collection of the information (based on literature, scientific publications, experience
obtained by Kaunas University of Technology) for providing the research in the field of Wireless Sensor Networks
vulnerability to various weather-based external factors was done. Results of this STSM are included in the chapter 2.6
Role of Quality In Wireless Communications Under Weather-Based Disruptions, subsections 2.2 and 3.2. Moreover, the
RTU and KTU teams prepared common publication and are cooperating together in joint chapter preparation, related
with COST RECODIS WG2 (Weather-based disruptions focusing on the end-to-end transmission continuity solutions)
tasks.

The network reliability is critical for assurance of autonomous system stability, that's why the detection of signal quality
degradation in on-field monitoring systems is crucial. The power supply for autonomous wireless sensor network
nodes is crucial reliability issue for stability of the data transmission solutions, the degradation of WSN quality due to
the power transmition factor, inclouding low battery level was used for WSN reconfiguration in subsection 3.2 of the
chapter. The testing data, from the project Autonomous beekeeping where analysed. The TRL5 unique autonomous
beekeeping technology, based on WSN approach, designed to monitor bee gardens remotely, is set as basis for
experimental data asquision was used as testbed for description of signal quality evaluation during different seasons,
with and without affects of weather. The signal transmittion quality of temperature mesurments, which was transmitted
every 15 minutes, the weight sensor, transmiting data to the server every 5 minutes was analysed. All data collected
on the server is displayed in graphical form. The weather impact on the tested system was assessed, using RSSI data
and external data from Weather monitoring system in Botanical garden in Riga. The KTU team proposed algorithm for
re-routing of data transmitted over WSN, and this algorithm was tested, using real measurement data. The weather
impact, measured during summer period is a reference for evaluation of Quality of Delivery (QoD). The temperature
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data at the center of the hole confirms that the bees maintain a constant ecosystem. The results are described in
subsection 2.2 of the chapter. Development of methods for recognition of failures in distribution systems, like
technologies for construction of measuring instruments, as well as the reconfiguration issues was modeled in
cooperation with KTU. The re-routing techniqe of data over WSN network, due to the weather impact on signal and
non acceptable of Quality of Delivery (QoD) parameters, were created as well during this STSM.

Based on the obtained results, the article with the title “Adaptive data routing for resilient autonomous beekeeping
system” was planned and now is in the preparation process in cooperation with KTU team.

DESCRIPTION OF THE MAIN RESULTS OBTAINED

The STSM mission was dedicated to the progressing of the joint chapter of the action final book. The actual draft of
2.2. and 3.2 subsections is uploaded in Overleaf platform and added to this report as an anex.The RTU and KTU
common publication related with WG2 - The article “Adaptive data routing for resilient autonomous beekeeping
system” was prepared.

Weather-based disruptions focusing on the end-to-end transmission continuity solutions over WSN network was
analysed.

The number of laboratory measurement sets and modelling of results was done. The assessment of weather
parameters was taken in to consideration.

FUTURE COLLABORATIONS (if applicable)

There is planned a significant common work as in research, as in academic field between RTU and KTU.
We will work in order to finish the joint chapter 2.6.

We will finish article “Adaptive data routing for resilient autonomous beekeeping system” and will submit it to the
presentation as well as publication in the international conference

Also,we are working togetter in order to submit ERASMUS+KA 2 project: Improvement of educational strategies in the
field of Smart Engineering in Higher Educational Institutions / IMHIGH.
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Abstract Will be written later by Rasa

1 Background - Meaning and Position of Quality (Rasa and
Peter)

A definition and meaning of quality depends on the context, in which it is used and
applied. Basically, quality means a characteristic, a feature or an attribute measured
by someone to something.This term is also used to indicate the superiority of some-
thing or attest a high level of value on something. However, it is quite difficult to
find a generic definition of quality in the telecommunication industry. Quality, as a
term is quite broad, and its meaning in telecommunications is very dependent on
where it is applied to (ex.: a system, a network, data or processes) and what specific
measures are used for it.
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In relation with this, this section describes the general OSI-based classification of
quality and a correlation between different quality aspects deployed in the context
of the resilience of telecommunication networks and systems.

1.1 Classification of Different Quality Aspects

The meaning and position of quality in the telecommunication systems are easier to
understand through a prism of the OSI (Open System Interconnection) standard [1].
The OSI-based classification of quality is presented in Fig. 1.
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Fig. 1 OSlI-based classification of quality in focus to resilience

As it is clearly seen from Fig. 1, the quality covers all the seven OSI layers -
from the physical to the application layer and can be, in terms of the resilience of
telecommunication networks and systems classified into:

Quality of Service (QoS);
Quality of Delivery (QoD);
Quality of Experience (QoE);
Quality of Protection (QoP);

According to the ITU-T Rec. E.800 [2], Quality of Service (QoS) is defined as
totality of characteristics of a telecommunications service that bear on its ability to
satisfy stated and implied needs of the user of the service. It is worth noting here
that the characteristics should be observable and/or measurable. When the charac-
teristics are defined, they become parameters and are expressed by metrics. The
QoS can be characterized by any QoS variable, e.g. delay, jitter, packet loss, etc.,
which is perceivable by a user. On the other hand, the ITU-T Rec. P.10 /G.100 [3]
defines Quality of Experience (QoE) as follows the degree of delight or annoyance
of the user of an application or service. It results from the user’s evaluation of the
fulfillment of his or her expectations and needs with respect to the utility and/or
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enjoyment in the light of the user’s context, personality and current state. When it
comes to the context, an interactional, situational and socio-cultural context plays
a role in this case. Minhas et.al. [4] described Quality of Delivery (QoD) as the
quality characteristics of data transmission process on the transport and application
layers. Naturally, the QoD can be characterized by variables, which are involved in
data delivery processes on the above-specified layers, i.e. error recovery procedures,
packet loss, retransmission process, data processing, flow control, integrity of data,
etc. Quality of Protection (QoP) [5] gives us an ability to specifically measure and
describe a security of the telecommunication systems or services. In other words,
the QoP defines the characteristics of the system or service from a security operation
point of view at the every OSI layer according to the security requirements. Such
characteristics represent an access control, check of a user identity (authentication,
authorization, etc.), data encryption, traffic control, physical-logical address map-
ping, routing, etc. A characterization of the telecommunications network, system or
service reliability can be done by Quality of Resilience (QoR) metrics. Generally,
the QoR is a guarantee of a recovery after a failure occurrence. So it means, that the
QoR also specifies a probability to have an available network, system or service. In
this case, the QoR [6] includes variables from the QoS, QoD, QoE and QoP and can
be expressed by such metrics as availability, Mean Time to Repair (MTR), Mean
Time to Recover (MTR), Mean Time between Failures (MTF), etc.

1.2 Interoperability Between Different Quality Aspects

The quality position in the telecommunications can be described by an inter-
connection of different quality factors, that influence the overall service transmis-
sion process or the performance of the network or system. Figure 2 shows an inter-
relation between the Quality of Service, Quality of Delivery, Quality of Experience
and their correlation with the Quality of Protection and Quality of Resilience.

The QoS is influenced by the parameters describing an infrastructure, i.e. a trans-
mission system, and/or devices, which are involved in a service transmission chain.
It has an influence on the characteristics covered by the Quality of Delivery. The
factors, which influence the QoD, are mainly related to the communication process
and data parameters. This means, that all the characteristics in the communication
process, like routing protocols, path, data processing and recovery mechanisms im-
pact it.

The perceptual evaluation of the service quality, service completeness, cost/service
ratio, etc., is done by the users of telecommunication networks or systems. Any
degradation of the QoS and QoD characteristics can cause a significant impact on
the expectations of the users on the application or service. Also, any vulnerabilities
of the system or network impact the transmission of service or data. This can also
create critical situations for the users, as it can cause an inevitable commercial or
social problems for society.

It is worth noting here that the QoS and QoD characteristics correlate well with



4 Authors Suppressed Due to Excessive Length

A ————————————— . QoR R
E i S P S S *
: Network resilience Service resilience :
' ' : :
E e Mean Time to Recover o Availability :
: o Lost Traffic ¢ Reliability :
E e Mean Time to Repair o Stability s
H e Cost of Recovery o Feasibility H
E ¢ Resilience mechanisms e Mean Up Time E
H e Mean Time Between e Mean Down Time H
E Failures e Mean Time to Repeat E
: . . .. :
1e s : N
! QoP ! o User identity -
' ‘ » Access control :
! System security o Session establishment .
: Network security  Traffic control
! Service security o Data integrity :
: Data security o Transmission :
! . e Security levels '
i 5 s z
: QoS \ | QoD i | QoE :
: H I/
i [Infrastructure | Communication N Human
i [Device Data parametersi/ System
v |Network Context :

! : i,
H 7/ H
E e Data loss i o Data integrity E o Expectations E
t e Delay Eo Technology v |® Visual perception :
e Jitter i o Traffic load i |e Content :
¢+« Bandwidth E- Accuracy + e Interruptions .
+ e Error parameters | e Precision E o Economic value E
E e Security E- Consistency t e Service availability '
E e Energy 1 « Completeness E e Service perfection E
H ® .. (B4 : . :

Fig. 2 An interrelation between the QoS, QoD, QoE, QoP and QoR

the parameters of the network resilience mechanisms. On the other hand, a cor-
relation between the QoD and QoE characteristics gives an input to the resilience
solutions for an adequate and reliable provision of the service.

It is obvious that the both parts should operate jointly and a quality (in a broad
sense) plays an important role here. Moreover, the interrelation between the QoS,
QoD and QoP characteristics and the QoE metrics could help us to create novel so-
lutions for a higher resilience of the networks or systems in the case of disruptions.
Broadly speaking, the interrelation between the different quality aspects could help
us in:

e forecasting the upcoming disruptions of the telecommunication network;
e alerting a service performance degradation;
e protecting a service data with a higher priority;



Role of Quality In Wireless Communications Under Weather-Based Disruptions 5

e re-routing of data;
e re-configuration of a network topology;
e ctc.

2 Vulnerability of Wireless Communications over Different
Weather Conditions

Erich, Pirmin, Hristo, Nadezda, Anatolijs, Peter and Juraj

2.1 Vulnerability of Optical Wireless Communications (Erich,
Pirmin and Hristo)

Free Space Optical (FSO) communication is developed as a solution for the al-
ways increased requirements for reliable and high speed wireless data transmission.
Nevertheless, the system vulnerability to various tropospheric weather conditions
leads to imposing restrictions in terms of induced atmospheric fading as well as
attenuation. These factors can significantly decrease the QoS parameter and conse-
quently to trigger various issues during FSO system operation. To prevent the harsh
consequences of the tropospheric conditions influencing the wireless optical com-
munication link a few mitigation techniques are developed. These include adoptive
optics technology, different coding and modulations as well as multiple transmitters
and receivers solution. The enhancement of these techniques is fully dependent on
the fundamentals behind the atmospheric effects influencing the transmitted opti-
cal beam. In other words, the following discussion is dedicated on examination of
a FSO system in the presence of fog, rain, snow, etc. where the most deteriorative
condition is dense fog.

Atmospheric induced optical attenuation is mainly characterized with Mie scat-
tering coefficient. Due to operation in the near infrared part of electromagnetic spec-
trum, the absorption process related to water particles could be omitted. Mie scatter-
ing process is introduced based on several fog particle distributions and their related
attenuation. Once the Mie scattering losses are discussed, a real FSO system per-
formance in the presence of several typical continental weather effects including
fog, rain and snow is shown. The optical wireless communication system operates
over a short distance link, where the selected operation wavelength is in the first
transmission window between 780-850 nm.
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2.2 Vulnerability of Wireless Sensor Networks (Nadezda and
Anatolijs (using materials of Jelena and Antons))

Wireless Sensor Networks (WSN) are widely used for implementation of Internet of
Things (IoT) concept the main challenges by providing a reliable IoT architecture.
The testing reliability of data transition, by is a alerting a service performance degra-
dation. The data transmitting joint data transferring concept in different weather
conditions have been tested in this chapter. Many wireless sensor networks operat-
ing outdoors are exposed to changing weather conditions, which may cause severe
degradation in system performance, the main impact is assessed by Quality of De-
livery (QoD) parameters. QoD can be characterized by: error recovery procedures,
packet loss, retransmission process, data processing, flow control, integrity of data
(as it is described in first subchapter). The metrics used to link quality estimation
in WSNs are RSSI (Received Signal Strength Indicator), PRR (Packet Reception
Ratio), SNR (Signal to Noise Ratio), and LQI (Link Quality Indicator). In [7] the
quality and reliability of WSN network was tested using bee hives monitoring sys-
tem. Bee Stalk is one of the most complex social systems in the world of insects.
Riga Technical University in the project Autonomous beekeeping have created a
unique autonomous beekeeping technology, based on WSN approach, used to mon-
itor bee gardens remotely. The purpose of testing is to test the individual elements
of the ”Autonomous Beekeeping” system in field conditions, namely, in one of the
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Fig. 3 Test bed layout: beehive monitoring system
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bee hives. During testing, the weight of bee hive, as well as the four temperature

Fig. 4 Automated beehive Fig. 5 Measuring of temperature inside hive

Fig. 6 Outdoor temperature measurement

sensors which measures temperature in the bushing holes inside the beehive.

Figure 3 shows the test organization scheme. The 4G highly reliable and secure LTE
router with I/0, GNSS and RS232/RS485 for professional applications was sed.
Router delivers high performance, mission-critical cellular communication and GPS
location capabilities. RUT955 is equipped with connectivity redundancy through
dual SIM failover. External LTE omnidirectional antenna connectors make it possi-
ble to attach desired antennas and to easily find the best signal location. There are 3
surface sensors/ transmitters for measuring of temperature inside hive in 3 different
locations, in the center and sides (Fig. 5) and 1 sensor outside the stack (Fig. 6) to
get the outdoor air temperature. The weight of each hive is measured online by spe-
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Fig. 7 Web based interface of on-line published monitoring results

cially designed weight platform (Fig. 4). The unit periodically reads the data from
the platform sensor and transmits it to the concentrator without processing. The
processing is performed by a system server Radio chip semtech sx1231H, SMA
antenna. Data encrypted, standard AES-128. The temperature transmitters transfer
data to the server every 15 minutes, the weight sensor transmits data to the server
every 5 minutes. All data collected on the server is displayed in graphical form. The
measurements are received by direct connection to PC or broadcast from sensor ISM
range signal. For example weight sensor 1C3003AE0030 transmitted data via radio
to USB-RFM Dongle plugged into computer. The application MAC CoolTerm has
been used to process signals and create tables with data, in the output of data trans-
mitting are unsalable telegrams, for example 01.01 00:04:40 42 0B 1C3003AE0030
0337 002580. Time is not synchronized so it started from synchronisation of time
in format mmhh mm.ss RSSI LEN SN 03 (telegramcounter) 37 (battery level) and
at the end 002580 there is data read out from the balance. 25b0 hex2dec 9640) and
Weights with 10kg load (55d0 hex2dec 21968). The hive weight is calculated in
specific measurements, sing the output data from the sensor / transmitter. The users
- bitter(s) interprets these data manually, using graphics, based on his own experi-
ence and understanding of ongoing processes in the hive. The developed solutions
is designed according to the requirements of TRL 5 level, for the future commercial
use the data reliability is one of critical point.The measurement accuracy and data
quality from the testing network are in line with the initial forecasts. Interestingly,
the frequent reading of weight data opens the way for analyzing the ongoing stop at
a more detailed level than originally anticipated. The weather impact on the tested
system was sassed, using RSSI data and external data from Weather monitoring sys-
tem in Botanical garden in Riga. Environment factor and RSSI Correlation during
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the summer period is presented in the Figure 8. The weather impact, measured dur-
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Fig. 8 The RSSI dependence from weather parameters during summer reference period

ing summer period is a reference for evaluation of Quality of Delivery (QoD). The
temperature data at the center of the hole confirms that the bees maintain a constant
ecosystem within +/- 0.5 °C. The absolute mean value of 34.8 °C was not according
to assumption.

2.3 Impact of Weather on Wireless Signal in Modular Wireless
Positioning System (Peter and Juraj)

Modular wireless positioning system is based on assumption, that various technolo-
gies used for position estimation provide optimal solution under different conditions
and in different environments. Therefore modular positioning system was proposed
to provide seamless positioning under in heterogeneous environment. The system is
designed in a way that it will automatically switch between available technologies
based on qualitative parameters of the measured signals. Therefore it is important to
evaluate how weather could possibly impact Received Signal Strength (RSS) mea-
surements for different technologies utilized by positioning system.

Impact of weather on Wi-Fi signals
We have performed tests to evaluate impact of different weather conditions on per-

formance of positioning system based on Wi-Fi signals in 5 GHz band. Wi-Fi op-
erating in 5 GHz band is widely deployed in outdoor areas, therefore allows us
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to investigate impact of both weather conditions and number of moving reflectors
(cars, pedestrians, etc.) on performance of the positioning system. The positioning
system is based on fingerprinting method, which in principle means that position of
mobile device signal characteristics, most widely RSS, with measurements in radio
map created during calibration phase. Based on the measurements performed un-
der different weather conditions does not have significant effect on performance of
the positioning system. Moreover, it can be concluded, that impact of the moving
reflectors in the area is more significant and can reduce performance of the system
significantly.

Impact of weather on GSM signals

Impact of weather on GNSS signals

3 Techniques and Methods for Quality Application in a Face of
Disruption all partners

3.1 Creation of Alerts In Order to React and Prevent Service
Performance Degradation Erich, Rasa, Peter, Lina

It is already clear, that a network resilience describes the ability of the network to
provide and maintain an acceptable level of service in the face of various disrup-
tions to normal operation. Acceptable level of service can be refined based on the
service disruption impact to a user. Quality of Experience is used to describe how
users are satisfied by the provided service quality.

3.2 Re-configuration of a Network Topology and Re-routing
Mechanisms

Lina, Nadezda, Anatolijs, Rasa (using materials of Jelena and Antons)

The network reliability is critical for assurance of autonomous system stability,
that’s why the detection of signal quality degradation in on-field monitoring sys-
tems is crucial. The deployment of Internet of Things (IoT) technology, allows to
use different networks for re - routing of Wireless Sensor Networks (WSN) this
is a clear benefit of the reliable IoT architecture application. The weather impact
on Quality of De-livery (QoD) parameters cold be mitigated by rerouting of WSN
signal. The cause of signal degradation could be not only weather conditions, but
also discharging of the battery. The modelling of network re - routing is based on
”Autonomous Beekeeping” network structure on the Fig. 9. The second genera-
tion of network will be developed, based on the existing geographical location of
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Fig. 9 Distribution of WSN nodes, according to the placement of beehives during the season period
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Fig. 10 Re-configuration Algorithm of a Network Topology, according to the LQE and WSN Re-
routing Mechanisms

bee hives. The bee hives are belongs to two farmers - project partners: company
Meduspils http://www.meduspils.lv/, and individual bee keeper Valters Brusbardis.
The main business of Janis Vainovskis owner of company Medspils is mono-floral
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honey, that’s why the beehives should be moved during the season in different loca-
tion in Latvia, in order to catch the honey during the flowering of particular plant.
The bee hives of Meduspils are marked in the violet color, but beehives location of
Valters Busbardis in dark red. The permanent node will be located in the test place
of 1 th prototype - Riga Botanical garden on Kandavas street.

The network topology is dynamic, and during the season period beehives should be
placed in the different meadows and leas in order to produce defined type of honey.
The dynamic nature of the beekeeping business, WSN power outages, as well as
weather conditions rises a need to re - configure WSN, according to the actual pa-
rameters of the network in order to assure defined level of signal transmission in
accordance of Quality of Delivery (QoD) requirements. The methodology of route
recalculation is based on the level of LQE (Eq. 2). LQE assure the best topology
configuration in the certain moment of the date transmission, according to the pa-
rameters, which may impact WSN network. The sum of the coefficient (Eq. 2) for
impact to the parameters should be equal to 1:0; + o + ... + ¢, =1.

Route j = min/max(LQE), j € neighbor €))
RSSI; P

LOE = 1— 2

0 a'(RSSIm,-,,)+a2( Pmax) 2

RSSI — f(d,Psensor) 3)

The re - routing condition is described by minimum or maximum (depending on the
physical meaning of the coefficients alpha) of the Link Quality Evaluation parameter
LQE (Eq. 1), the rout for certain time moment depends on the RSSI, Signal to
noise ration (SNR) or other relevant quality parameters, according to the specific
configuration of the given WSN. RSSI depends on distances between the nodes /
sensors and energy/power/signal strength level of the sensor/ sensor battery P sen
(Eq. 3). The Re-configuration Algorithm of a Network Topology, according to the
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Fig. 11 WSN with a main routing Fig. 12 Re-routing of WSN

LQE and WSN Re-routing Mechanisms (Fig. 11, 12) may be used in both LQE min
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Or max cases.
The results of the node network re - configuration, according to the RSSI value are
shown in the Fig. 13. The actual topology of WSN is defined by the energy level
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Fig. 13 Signal quality value in two WSN configurations

on the node, distances between bee hives location points, and weather conditions on
defined geographical location in order to assure required level of Quality of Delivery

(QoD).

3.3 Design of a Network and Positioning Issues
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